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Guide for System Center Monitoring Pack for Microsoft Windows Server AD RMS 2016 and above
The AD RMS Management Pack provides proactive and reactive monitoring of your AD RMS environment. 

This management pack provides an early warning to administrators on issues that could affect services so that administrators can investigate and take corrective action, if necessary. The management pack helps to simplify the administrative environment by providing a single console for the administrator to perform a number of useful management tasks. To help troubleshoot common issues, the management pack contains helpful product knowledge and a way to extend this knowledge through adding your own company or organization knowledge related to an issue.

Guide History
	Release Date
	Changes

	4/9/2021
	Version agnostic support has been implemented Windows Server 2016 and above

	7/12/2017
	Original release of this guide for version 10.0.0.0


Getting the Latest Management Pack and Documentation

You can find the AD RMS Management Pack in the System Center Marketplace (http://go.microsoft.com/fwlink/?LinkId=82105).

What’s New

This is the release of the AD RMS Management Pack for Windows Server 2016 and above.
Supported Configurations

The AD RMS Management Pack supports AD RMS on Windows Server 2016 and above in stand-alone environments and in network load balancing clusters. This management pack is not supported on failover clusters. 

Getting Started

This section describes the actions you should take before you import the management pack, any steps you should take after you import the management pack, and information about customizations.

Before You Import the Management Pack

Before you import the AD RMS Management Pack, note the following limitation of the management pack:


Agentless monitoring is not supported. You must deploy an agent on every AD RMS server that you want to manage.

Before you import the AD RMS Management Pack, take the following actions:


Ensure that System Center 2016 or above – Operations Manager is installed

Install the Windows Server 2016 and above Base Operating System Management Pack.

Files in This Management Pack

To monitor AD RMS on Windows Server 2016 and above, you must first download the AD RMS Management Pack from the Management Pack Catalog, located at http://go.microsoft.com/fwlink/?LinkId=82105. 

The download package includes the following files:


Microsoft.Windows.Server.ADRMS.Library.mp


Microsoft.Windows.Server.ADRMS.2016.Discovery.mp


Microsoft.Windows.Server.ADRMS.2016.Monitoring.mp
These files enable you to monitor AD RMS on Windows Server 2016 and above.
Recommended Additional Management Packs

If you are managing AD RMS Servers, you might want to import the SQL Server Management Pack to enable general SQL resource monitoring. 

You might find it useful to install the Internet Information Services (IIS) Management Pack for general IIS monitoring.

If you want to monitor all disks, you should install the Windows Server Operating System Management Pack.

How to Import the AD RMS Management Pack
For instructions about importing a management pack, see How to Import an Operations Manager Management Pack (http://go.microsoft.com/fwlink/?LinkID=219431).

After the AD RMS Management Pack is imported, create a new management pack in which you store overrides and other customizations. 

Create a New Management Pack for Customizations

By default, Operations Manager saves all customizations such as overrides to the Default Management Pack. As a best practice, you should instead create a separate management pack for each sealed management pack you want to customize. 

When you create a management pack for the purpose of storing customized settings for a sealed management pack, it is helpful to base the name of the new management pack on the name of the management pack that it is customizing, such as “Biztalk Server 2006 Customizations”.

Creating a new management pack for storing customizations of each sealed management pack makes it easier to export the customizations from a test environment to a production environment. It also makes it easier to delete a management pack, because you must delete any dependencies before you can delete a management pack. If customizations for all management packs are saved in the Default Management Pack and you need to delete a single management pack, you must first delete the Default Management Pack, which also deletes customizations to other management packs.
Optional Configuration

Information about performance collection rules that are disabled by default in this management pack is provided in the Appendix. Since the action of collecting data about performance has a performance cost itself, enable only the performance collection rules that you care about. 

Security Considerations

You may need to customize your management pack. Certain accounts cannot be run in a low-privilege environment or must have minimum permissions. If you operate in a low-privilege computing environment, you may need to elevate the level of permissions assigned to the accounts you use for running management pack rules, monitors, discoveries, recoveries, and diagnostic tasks. These accounts must have minimum permissions in order for management pack components to run properly. 

Low-Privilege Environments

The AD RMS Management Pack requires local administrator privileges in order to discover, monitor, and execute tasks. 

Computer Groups

You can delegate authority to a precise level with user roles. For more information about user roles, see the "Implementing User Roles" topic in the Operations Manager 2016 or above Help (http://go.microsoft.com/fwlink/?LinkId=221238).

Understanding Management Pack Operations

The AD RMS Management Pack manages the logical parts of AD RMS that an operator or administrator is interested in, such as monitoring and configuration. The management pack monitors the health of the AD RMS server role and provides the administrator with a state view of the role.

Objects the Management Pack Discovers

The Monitoring Pack for AD RMS discovers the object types described in the following sections. Not all of the objects are automatically discovered. Use overrides to discover those objects that are not discovered automatically. 

	Object Type
	Automatically Discovered?

	AD RMS Cluster
	Yes

	AD RMS Service
	Yes

	AD RMS Windows Server 2016 and above
	Yes


Classes

The following diagram shows the classes defined in this management pack.
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Key Monitoring Scenarios

The list below describes common monitoring scenarios.


Monitor Application event log for specific entries, some monitors look for repeated events before generating alerts.
Links

The following links connect you to information about common tasks that are associated with System Center Monitoring Packs:


Administering the Management Pack Life Cycle (http://go.microsoft.com/fwlink/?LinkId=211463)


How to Import a Management Pack in Operations Manager 2007 (http://go.microsoft.com/fwlink/?LinkID=142351)


How to Monitor Using Overrides (http://go.microsoft.com/fwlink/?LinkID=117777)


How to Create a Run As Account in Operations Manager 2007 (http://go.microsoft.com/fwlink/?LinkID=165410)


How to Modify an Existing Run As Profile (http://go.microsoft.com/fwlink/?LinkID=165412)


How to Export Management Pack Customizations (http://go.microsoft.com/fwlink/?LinkId=209940)


How to Remove a Management Pack (http://go.microsoft.com/fwlink/?LinkId=209941)

For questions about Operations Manager and monitoring packs, see the System Center Operations Manager community forum (http://go.microsoft.com/fwlink/?LinkID=179635).

A useful resource is the System Center Operations Manager Unleashed blog (http://opsmgrunleashed.wordpress.com/), which contains “By Example” posts for specific monitoring packs. 

For additional information about Operations Manager, see the following blogs: 


Operations Manager Team Blog (http://blogs.technet.com/momteam/default.aspx)


Kevin Holman's OpsMgr Blog (http://blogs.technet.com/kevinholman/default.aspx)


Thoughts on OpsMgr (http://thoughtsonopsmgr.blogspot.com/)


Raphael Burri’s blog (http://rburri.wordpress.com/)


BWren's Management Space (http://blogs.technet.com/brianwren/default.aspx)


The System Center Operations Manager Support Team Blog (http://blogs.technet.com/operationsmgr/)


Ops Mgr ++ (http://blogs.msdn.com/boris_yanushpolsky/default.aspx)


Notes on System Center Operations Manager (http://blogs.msdn.com/mariussutara/default.aspx)
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Important 

All information and content on non-Microsoft sites is provided by the owner or the users of the website. Microsoft makes no warranties, express, implied, or statutory, as to the information at this website.

Appendix: Monitors and Rules for Management Packs

This section provides detailed procedures and scripts that allow you to display rules and other information about the management packs you import.

Unit Monitors for a Management Pack

You can display unit monitors for AD RMS components, for Windows NT services, and for events in the event log.

The following applies to all unit monitors listed in the tables below: 


All are enabled by default


All generate an alert by default (unless otherwise noted). This can be changed by creating an override.
· All Event Monitors are timer reset with default value of 15 minutes.  This can be changed by creating an override.

· Repeated event monitors have a default repeat interval of 5 minutes and a repeat count of either 5 or 20.
Unit monitors: Event Log
The following monitors apply to Windows Server 2016 and above.
	Name
	Target
	Log
	Source
	Event
	Severity
	Repeat count
	Auto Resolve

	All Connections Dead Event
	AD RMS Server
	Application
	Active Directory Rights Management Services
	102
	Error
	20
	True

	Bad Web Response Event
	AD RMS Server
	Application
	Active Directory Rights Management Services
	215
	Error
	5
	True

	Certificate Chain Invalid Event
	AD RMS Server
	Application
	Active Directory Rights Management Services
	184
	Error
	NA
	True

	Certificate Not Found Event
	AD RMS Server
	Application
	Active Directory Rights Management Services
	186
	Error
	NA
	True

	Certification Directory Services Lookup Failed Event
	AD RMS Server
	Application
	Active Directory Rights Management Services
	139
	Error
	NA
	True

	Certification Error Event
	AD RMS Server
	Application
	Active Directory Rights Management Services
	80
	Error
	NA
	True

	Config Database Policy Retrieval Failed Event
	AD RMS Server
	Application
	Active Directory Rights Management Services
	121
	Error
	NA
	True

	Cryptography Error Event
	AD RMS Server
	Application
	Active Directory Rights Management Services
	182
	Error
	NA
	True

	Database Access Error Event
	AD RMS Server
	Application
	Active Directory Rights Management Services
	84
	Error
	20
	True

	Database Write Error Event
	AD RMS Server
	Application
	Active Directory Rights Management Services
	83
	Error
	20
	True

	Directory Services Cross Forest Resolution Failed Event
	AD RMS Server
	Application
	Active Directory Rights Management Services
	147
	Error
	20
	True

	Directory Services Database Operation Failed Event
	AD RMS Server
	Application
	Active Directory Rights Management Services
	73
	Error
	5
	True

	Directory Services Initialization Event
	AD RMS Server
	Application
	Active Directory Rights Management Services
	100
	Error
	20
	True

	Dns Error Event
	AD RMS Server
	Application
	Active Directory Rights Management Services
	211
	Error
	5
	True

	Email Claim Is Not Present Event
	AD RMS Server
	Application
	Active Directory Rights Management Services
	173
	Error
	NA
	True

	Initialization Failure Event
	AD RMS Server
	Application
	Active Directory Rights Management Services
	12
	Error
	NA
	True

	Lightweight Directory Access Protocol All Connections Down Event
	AD RMS Server
	Application
	Active Directory Rights Management Services
	56
	Error
	20
	True

	Lightweight Directory Access Protocol Unable To Connect Event
	AD RMS Server
	Application
	Active Directory Rights Management Services
	132
	Error
	20
	True

	Network Error Event
	AD RMS Server
	Application
	Active Directory Rights Management Services
	210
	Error
	5
	True

	No Web Response Event
	AD RMS Server
	Application
	Active Directory Rights Management Services
	214
	Error
	5
	True

	Oversized Web Input Event
	AD RMS Server
	Application
	Active Directory Rights Management Services
	219
	Error
	5
	True

	Public Private Key Mismatch Event
	AD RMS Server
	Application
	Active Directory Rights Management Services
	126
	Error
	NA
	True

	Revocation Authority Information Invalid Event
	AD RMS Server
	Application
	Active Directory Rights Management Services
	195
	Error
	NA
	True

	Server Connection Failed Event
	AD RMS Server
	Application
	Active Directory Rights Management Services
	212
	Error
	5
	True

	Unable To Initialize Topology Event
	AD RMS Server
	Application
	Active Directory Rights Management Services
	53
	Error
	NA
	True

	Unexpected Network Error Event
	AD RMS Server
	Application
	Active Directory Rights Management Services
	213
	Error
	5
	True

	Unexpected Web Error Event
	AD RMS Server
	Application
	Active Directory Rights Management Services
	221
	Error
	5
	True

	Universal Principal Name Claim Is Not Present Event
	AD RMS Server
	Application
	Active Directory Rights Management Services
	174
	Error
	NA
	True

	Web Authentication Event
	AD RMS Server
	Application
	Active Directory Rights Management Services
	218
	Error
	5
	True

	Web Resource Forbidden Event
	AD RMS Server
	Application
	Active Directory Rights Management Services
	217
	Error
	5
	True

	Web Resource Not Found Event
	AD RMS Server
	Application
	Active Directory Rights Management Services
	220
	Error
	5
	True

	Web Server Fault Event
	AD RMS Server
	Application
	Active Directory Rights Management Services
	216
	Error
	5
	True

	Authentication Not Enabled Event
	AD RMS Server
	Application
	Active Directory Rights Management Services
	208
	Error
	NA
	True

	Configuration Error Event
	AD RMS Server
	Application
	Active Directory Rights Management Services
	11
	Error
	NA
	True

	Cryptographic Service Provider Parameter Invalid Event
	AD RMS Server
	Application
	Active Directory Rights Management Services
	188
	Error
	NA
	True

	Invalid Registry Value Event
	AD RMS Server
	Application
	Active Directory Rights Management Services
	97
	Error
	NA
	True

	Private Key Configuration Error Event
	AD RMS Server
	Application
	Active Directory Rights Management Services
	85
	Error
	NA
	True


Dependency Monitors for a Management Pack

The following table displays the dependency monitors enabled by default in the AD RMS management pack.

Dependency monitors
	Name
	Target
	Algorithm
	Generate Alert

	Servers Cluster Availability Depends On Server Role Availability
	AD RMS Service
	WorstOf
	False

	Servers Cluster Configuration Depends On Server Role Configuration
	AD RMS Service
	WorstOf
	False

	Servers Cluster Performance Depends On Server Role Performance
	AD RMS Service
	WorstOf
	False

	Servers Cluster Security Depends On Server Role Security
	AD RMS Service
	WorstOf
	False

	Service Availability Depends On Servers Cluster Group Availability
	AD RMS Service
	WorstOf
	False

	Service Configuration Depends On Servers Cluster Group Configuration
	AD RMS Service
	WorstOf
	False

	Service Performance Depends On Servers Cluster Group Performance
	AD RMS Service
	WorstOf
	False

	Service Security Depends On Servers Cluster Group Security
	AD RMS Service
	WorstOf
	False


Event Log Rules for a Management Pack

The following tables display information about the event log rules in the AD RMS management pack.

Event Log Rules Disabled by Default

The event log rules in the table below are enabled by default and generate alerts by default. 
	Name
	Target
	Log
	Source
	Event
	Enabled
	Repeat count
	Severity

	All Connections Dead Event
	AD RMS Server
	Application
	Active Directory Rights Management Services
	102
	False
	20
	Error

	Bad Web Response Event
	AD RMS Server
	Application
	Active Directory Rights Management Services
	215
	False
	5
	Error

	Certificate Chain Invalid Event
	AD RMS Server
	Application
	Active Directory Rights Management Services
	184
	False
	NA
	Error

	Certificate Not Found Event
	AD RMS Server
	Application
	Active Directory Rights Management Services
	186
	False
	NA
	Error

	Certification Directory Services Lookup Failed Event
	AD RMS Server
	Application
	Active Directory Rights Management Services
	139
	False
	NA
	Error

	Certification Error Event
	AD RMS Server
	Application
	Active Directory Rights Management Services
	80
	False
	NA
	Error

	Config Database Policy Retrieval Failed Event
	AD RMS Server
	Application
	Active Directory Rights Management Services
	121
	False
	NA
	Error

	Cryptography Error Event
	AD RMS Server
	Application
	Active Directory Rights Management Services
	182
	False
	NA
	Error

	Database Access Error Event
	AD RMS Server
	Application
	Active Directory Rights Management Services
	84
	False
	20
	Error

	Database Write Error Event
	AD RMS Server
	Application
	Active Directory Rights Management Services
	83
	False
	20
	Error

	Directory Services Cross Forest Resolution Failed Event
	AD RMS Server
	Application
	Active Directory Rights Management Services
	147
	False
	20
	Error

	Directory Services Database Operation Failed Event
	AD RMS Server
	Application
	Active Directory Rights Management Services
	73
	False
	5
	Error

	Directory Services Initialization Event
	AD RMS Server
	Application
	Active Directory Rights Management Services
	100
	False
	20
	Error

	Dns Error Event
	AD RMS Server
	Application
	Active Directory Rights Management Services
	211
	False
	5
	Error

	Email Claim Is Not Present Event
	AD RMS Server
	Application
	Active Directory Rights Management Services
	173
	False
	NA
	Error

	Initialization Failure Event
	AD RMS Server
	Application
	Active Directory Rights Management Services
	12
	False
	NA
	Error

	Lightweight Directory Access Protocol All Connections Down Event
	AD RMS Server
	Application
	Active Directory Rights Management Services
	56
	False
	20
	Error

	Lightweight Directory Access Protocol Unable To Connect Event
	AD RMS Server
	Application
	Active Directory Rights Management Services
	132
	False
	20
	Error

	Network Error Event
	AD RMS Server
	Application
	Active Directory Rights Management Services
	210
	False
	5
	Error

	No Web Response Event
	AD RMS Server
	Application
	Active Directory Rights Management Services
	214
	False
	5
	Error

	Oversized Web Input Event
	AD RMS Server
	Application
	Active Directory Rights Management Services
	219
	False
	5
	Error

	Public Private Key Mismatch Event
	AD RMS Server
	Application
	Active Directory Rights Management Services
	126
	False
	NA
	Error

	Revocation Authority Information Invalid Event
	AD RMS Server
	Application
	Active Directory Rights Management Services
	195
	False
	NA
	Error

	Server Connection Failed Event
	AD RMS Server
	Application
	Active Directory Rights Management Services
	212
	False
	5
	Error

	Unable To Initialize Topology Event
	AD RMS Server
	Application
	Active Directory Rights Management Services
	53
	False
	NA
	Error

	Unexpected Network Error Event
	AD RMS Server
	Application
	Active Directory Rights Management Services
	213
	False
	5
	Error

	Unexpected Web Error Event
	AD RMS Server
	Application
	Active Directory Rights Management Services
	221
	False
	5
	Error

	Universal Principal Name Claim Is Not Present Event
	AD RMS Server
	Application
	Active Directory Rights Management Services
	174
	False
	NA
	Error

	Web Authentication Event
	AD RMS Server
	Application
	Active Directory Rights Management Services
	218
	False
	5
	Error

	Web Resource Forbidden Event
	AD RMS Server
	Application
	Active Directory Rights Management Services
	217
	False
	5
	Error

	Web Resource Not Found Event
	AD RMS Server
	Application
	Active Directory Rights Management Services
	220
	False
	5
	Error

	Web Server Fault Event
	AD RMS Server
	Application
	Active Directory Rights Management Services
	216
	False
	5
	Error

	Authentication Not Enabled Event
	AD RMS Server
	Application
	Active Directory Rights Management Services
	208
	False
	NA
	Error

	Configuration Error Event
	AD RMS Server
	Application
	Active Directory Rights Management Services
	11
	False
	NA
	Error

	Cryptographic Service Provider Parameter Invalid Event
	AD RMS Server
	Application
	Active Directory Rights Management Services
	188
	False
	NA
	Error

	Invalid Registry Value Event
	AD RMS Server
	Application
	Active Directory Rights Management Services
	97
	False
	NA
	Error

	Private Key Configuration Error Event
	AD RMS Server
	Application
	Active Directory Rights Management Services
	85
	False
	NA
	Error
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